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DETAILED ACTION 

Claims 1-27 are presented for examination. 

Drawings 

The drawings are objected to because the unlabeled figures shown in the 
drawings should be provided with descriptive labels. 

Corrected drawing sheets in compliance with 37 CFR 1.121(d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. The figure or figure 
number of an amended drawing should not be labeled as "amended." If a drawing figure 
is to be canceled, the appropriate figure must be removed from the replacement sheet, 
and where necessary, the remaining figures must be renumbered and appropriate 
changes made to the brief description of the several views of the drawings for 
consistency. Additional replacement sheets may be necessary to show the renumbering 
of the remaining figures. Each drawing sheet submitted after the filing date of an 
application must be labeled in the top margin as either "Replacement Sheet" or "New 
Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, 
the applicant will be notified and informed of any required corrective action in the next 
Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 
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1 . Claim 18 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter in that it does not fall under any of the 4 
statutory classes of inventions. 

Applicant claim is clearly directed to a signal alone. 

Transitory, propagating signals such as carrier waves are not within any of the 
four statutory categories (process, machine, manufacture or composition of matter). 
Therefore, a claim directed to computer instructions embodied in a signal is not 
statutory under 35 U.S.C. 101 . In re Nuijten, 500 F.3d 1346, 1354 (Fed. Cir. 2007). 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1. Claims 1, 9-11, 13-17 and 19-25 are rejected under 35 U.S.C. 102(b) as being 
anticipated by D'Amico et al (U.S. Pat 5077790 A), hereinafter referred to as D'Amico. 

Re claim 1 : D'Amico teaches a method of secure device subscription, wherein a 
secret identifier ["key code"] and a public identifier ["portable identification number"] are 
stored in a subscribing device [Fig 1 , elt 16: "SUSBSCRIBER UNIT"], the subscribing 
device subscribes itself to a subscription authority [Fig 1, elts 12 & 14; Fig 3; "BASE 
STATION" / "network operator"], involving 

a step in which the subscribing device identifies itself with the public identifier (col 
3, lines 4-10), and a step in which the subscription authority supplies subscription 
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information to the subscribing device (col 3, lines 10-18), characterized in that the 
method has 

a first-time subscription protocol (Fig 4: col 2, lines 15-17) and a renewed 
subscription protocol (Fig 5: col 2, lines 18-19), 

the subscription authority obtains a mapping of the secret identifier during 
execution of the first-time subscription protocol (col 1, lines 43-52), the subscription 
authority subsequently stores the mapping of the secret identifier (col 1 , lines 43-52), 
and the subscription authority uses the stored mapping of the secret identifier during 
execution of the renewed subscription protocol [Fig 5a, elt 202] (col 4, lines 36-41). 

Re claim 9 : D'Amico teaches the first-time subscription protocol the subscribing 
device communicates the secret identifier to the subscription authority (Abstract, lines 
30-33). 

Re claim 10 : D'Amico teaches during execution of any of the subscription 
protocols the subscription authority encrypts the subscription information using the 
secret identifier, and the subscription authority subsequently communicates the 
encrypted subscription information to the subscribing device (col 3, lines 50-55). 

Re claim 1 1 : D'Amico teaches the stored mapping of the secret identifier is the 
secret identifier itself (col 1 , lines 44-52). 

Re claim 13 : D'Amico teaches execution of the renewed subscription protocol the 
subscription authority communicates the encrypted subscription information to the 
subscribing device (Fig 5A; col 4, lines 25-27; col 4, lines 33-41). 
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Re claim 14 : D'Amico teaches the stored mapping of the secret identifier is the 
subscription information encrypted with the secret identifier as encryption key (col 1, 
lines 44-52). 

Re claim 15 : D'Amico teaches a subscription authority device [Fig 1, elts 12 & 14; 
Fig 3; "BASE STATION" / "network operator"] for secure device subscription, 
characterized in that the subscription authority device [Fig 1 , elts 12 & 14; Fig 3; "BASE 
STATION" / "network operator"] is arranged to implement a first-time subscription 
protocol (Fig 4: col 2, lines 15-17), during which it receives a mapping of a secret 
identifier of a subscribing device [Fig 1, elt 16: "SUSBSCRIBER UNIT"], the subscription 
authority device [Fig 1 , elts 12 & 14; Fig 3; "BASE STATION" / "network operator"] is 
arranged to store the mapping of the secret identifier (col 1 , lines 43-52), the 
subscription authority device is further arranged to implement a renewed subscription 
protocol (Fig 5: col 2, lines 18-19), during which it uses the stored mapping of the secret 
identifier (col 4, lines 36-41). 

Re claim 16 : D'Amico teaches a subscribing device [Fig 1, elt 16: 
"SUSBSCRIBER UNIT"] to participate in a network requiring subscription, characterized 
in that the subscribing device is arranged to contain a public identifier ["portable 
identification number"] and a secret identifier ["key code"], the subscribing device is 
further arranged to implement a first-time subscription protocol (Fig 4: col 2, lines 15-17) 
during which it transmits a mapping of the secret identifier protocol (col 1, lines 43-52) 
and during which it receives subscription information (col 3, lines 10-18), the subscribing 
device is further arranged to implement a renewed subscription protocol [Fig 5a, elt 202] 
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(col 4, lines 36-41), during which it receives subscription information which requires the 
secret identifier for decryption (col 3, lines 4-10). 

Re claim 17 : D'Amico teaches a system for secure device subscription (Fig 1), 
the system comprising a subscribing device [Fig 1, elt 16: "SUSBSCRIBER UNIT"] is 
described in claim 16 (claim 16 is addressed supra), and a subscription authority device 
[Fig 1 , elts 12 & 14; Fig 3; "BASE STATION" / "network operator"] is described in claim 
15 (claim 15 is addressed supra). 

Re claim 19 : D'Amico teaches a router device that is in connection with the 
subscribing device acts as the subscription authority (Figs 1 & 3; col 2, lines 25-26; col 
2, lines 40-47). 

Re claim 20 : D'Amico teaches the router device acts as an independent 
subscription authority (Figs 1 & 3; col 2, lines 25-26; col 2, lines 40-47). 

Re claim 21 : D'Amico teaches a router device from a group of router devices 
may act as a virtual single subscription authority (Figs 1 & 3; col 2, lines 25-26; col 2, 
lines 40-47; a group of one device meets the claim). 

Re claim 22 : D'Amico teaches the subscribing device communicates local data to 
the subscription authority, and the subscription authority stores the local data (col 1 , 
lines 44-52). 

Re claim 23 : D'Amico teaches the subscribing device retrieves at least part of the 
stored local data from the subscription authority (col 2, lines 35-39; col 4, lines 25-44). 

Re claim 24 : D'Amico teaches the subscribing device encrypts local data using 
the secret identifier as encryption key, the subscribing device subsequently 
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communicates the encrypted local data to the subscription authority, and the 
subscription authority stores the encrypted local data (col 1, lines 41-52; the Examiner 
notes that choosing to store credentials in its unencrypted form or encrypted form is a 
matter of choice and is fully encompassed by the prior art). 

Re claim 25 : D'Amico teaches the subscribing device encrypts local data using 
the secret identifier as encryption key, the subscribing device subsequently 
communicates the encrypted local data to the subscription authority, and the 
subscription authority decrypts the encrypted local data and stores the decrypted local 
data (col 1 , lines 41-52; the Examiner notes that choosing to store credentials in its 
unencrypted form or encrypted form is a matter of choice and is fully encompassed by 
the prior art). 

2. Claim 18 is rejected under 35 U.S.C. 102(b) as being anticipated by Nakakita et 
al (U.S. Pat App Pub 2002/0061748 A1), hereinafter referred to as Nakakita. 

Re claim 18 : Nakakita teaches a signal for secure device subscription (Fig 3: 
1f26), characterized in that the signal [Fig 3, elt 5] carries a mapping [Fig 6] of a secret 
identifier [Fig] of a subscribing device [Fig 3 , elt "TERMINAL 1"] (1J70). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 2, 3, 6, 26 and 27 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over D'Amico et al (U.S. Pat 5077790 A), hereinafter referred to as 
D'Amico, in view of Akashi (U.S. Pat App Pub 2002/0026424 A1), hereinafter referred to 
as Akashi. 

Re claim 2 : D'Amico teaches all the limitations of claim 1 as previously stated 
and further teaches the first-time subscription protocol (Fig 4: col 2, lines 15-17). 

However, Akashi teaches subscription authority [Fig 6, elt 200: "License issuing 
device"] and subscribing device commonly [Fig 6, elt 100: "Memory card"] and securely 
obtain a value r [R2] (Fig 4, elts ST401 & ST402: H77-1J78; Fig 6, elts ST613 & ^R2~: 
11102), the subscribing device subsequently encrypts the value r using the secret 
identifier as encryption key (Fig 6, elt ST605; ^95; IP 04), and the subscribing device 
subsequently communicates the encrypted value [Fig 6, elt -E1r2^] to the subscription 
authority (IP 04). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico with the teachings of 
Akashi, for the purpose of mutually verifying two communicating parties comprise a 
common secret while protecting said common secret, as taught by Akashi. 

Re claim 3 : The combination of D'Amico and Akashi teaches during execution of 
the first-time subscription protocol the subscription authority generates the value r, and 
the subscription authority communicates the value r securely to the subscribing device 
(Akashi: Fig 4, elts ST401 & ST402; Fig 6, elt ST613; IP 02). 
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Re claim 6 : The combination of D'Amico and Akashi teaches the renewed 
subscription protocol (D'Amico: Fig 5: col 2, lines 18-19); subscription authority 
communicates the value r encrypted with the secret identifier as encryption key to the 
subscribing device (Akashi: Fig 6, elts ST611, ST612 & <-E2r1-). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico with the teachings of 
Akashi, for the purpose of securely identifying and securely communicating between 
parties, as taught by Akashi. 

Re claim 12 : D'Amico teaches all the limitations of claim 1 as previously stated. 
However, Akashi teaches the first-time subscription protocol the subscription authority 
communicates the subscription information securely to the subscribing device, the 
subscribing device subsequently encrypts the subscription information using the secret 
identifier as encryption key (Fig 6, elts ST611 & ST 612), and the subscribing device 
subsequently communicates the encrypted subscription information to the subscription 
authority (Fig 6, elts ST605 & --E1r2-»). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico with the teachings of 
Akashi, for the purpose of securely identifying and securely communicating between 
parties, as taught by Akashi. 

Re claim 26 : The combination of D'Amico and Akashi teaches the subscribing 
device [Akashi: Fig 6, elt 100] encrypts local data using the value r as encryption key, 
the subscribing device subsequently communicates the encrypted local data to the 
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subscription authority [Akashi: Fig 6, elt 200], and the subscription authority stores the 
encrypted local data (Akashi: Fig 6, elts ST611 & ST612; the Examiner notes that 
choosing to store credentials in its unencrypted form or encrypted form is a matter of 
choice and is fully encompassed by the prior art). 

Re claim 27 : The combination of D'Amico and Akashi teaches the subscribing 
device [Akashi: Fig 6, elt 100] encrypts local data using the value r as encryption key, 
the subscribing device subsequently communicates the encrypted local data to the 
subscription authority [Akashi: Fig 6, elt 200], and the subscription authority decrypts the 
encrypted local data and stores the decrypted local data (Akashi: Fig 6, elts ST61 1 & 
ST612; the Examiner notes that choosing to store credentials in its unencrypted form or 
encrypted form is a matter of choice and is fully encompassed by the prior art). 

4. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over D'Amico 
et al (U.S. Pat 5077790 A), hereinafter referred to as D'Amico, in view of Akashi (U.S. 
Pat App Pub 2002/0026424 A1 ), hereinafter referred to as Akashi, in further view of 
Applicant's Admitted Prior Art, hereinafter referred to as AAPA. 

Re claim 4 : The combination of D'Amico and Akashi teaches all the limitations of 
claim 2 as previously stated. However, AAPA teaches the first-time subscription 
protocol the subscription authority and subscribing device commonly generate a value r 
using a secure common key generation protocol (page 8, lines 11-16). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico and Akashi with the 
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teachings of AAPA, for the purpose of security establishing an encryption key between 
communicating parties without actually transmitting the key between communication 
parties and averting man-in-the-middle attacks, as taught by the Diffie-Hellman key 
establishment and Shamir's "no-key" protocols. 

5. Claims 5, 7 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over D'Amico et al (U.S. Pat 5077790 A), hereinafter referred to as D'Amico, in view of 
Akashi (U.S. Pat App Pub 2002/0026424 A1), hereinafter referred to as Akashi, in 
further view of Nakakita et al (U.S. Pat App Pub 2002/0061 748 A1 ), hereinafter referred 
to as Nakakita. 

Re claim 5 : The combination of D'Amico and Akashi teaches all the limitations of 
claim 2 as previously stated. However, Nakakita teaches during execution of any of the 
subscription protocols the subscription authority encrypts the subscription information 
using the value r as encryption key, and the subscription authority subsequently 
communicates the encrypted subscription information to the subscribing device (Fig 6; 
H82-H83). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico and Akashi with the 
teachings of Nakakita, for the purpose of securely providing network secrets to facilitate 
secure communication between parties, as taught by Nakakita. 

Re claim 7 : The combination of D'Amico and Akashi teaches all the limitations of 
claim 2 as previously stated. However, Nakakita teaches the stored mapping of the 
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secret identifier is the value r, encrypted with the secret identifier as encryption key (Fig 
9; H32). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of D'Amico and Akashi with the 
teachings of Nakakita, for the purpose of securely providing network secrets to facilitate 
secure communication between parties, as taught by Nakakita. 

Re claim 8 : The combination of D'Amico, Akashi and Nakakita teaches the value 
r is also stored by the subscription authority (Fig 9; 1J32). 

Conclusion 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although 
the specified citations are representative of the teachings of the art and are applied to 
specific limitations within the individual claim, other passages and figures may apply as 
well. It is respectfully requested from the applicant in preparing responses to fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the text of the passage taught by the prior art or disclosed by the 
examiner. 

In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DARREN SCHWARTZ whose telephone number is 
(571)270-3850. The examiner can normally be reached on 7am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571)272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

ID. S.I 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



